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EXCHANGING CRYPTOCURRENCIES

Send 1 BTC to Bob.

Signature: Alice

Send 20 ETH to Alice.

Signature: Bob

Who should send first?

They cannot trust each other.
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EXCHANGING CRYPTOCURRENCIES

Send 1 BTC to Bob.

Signature: Alice

Send 20 ETH to Alice.
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Pre-signatures
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Send 1 BTC to Bob.
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SIGNATURE SCHEME

ORCAS – An Efficient Adaptor Signature based on CSI-FiSh

Keys:
➢ Secret key sk ⇝ used to sign

➢ Public key pk ⇝ used to verify

Hard Problems:
➢ Forge a 𝜎 for pk without knowing sk

Algorithms:
➢ KeyGen → (sk, pk)
➢ Sign(sk, 𝑚) → 𝜎
➢ Vfy(pk, 𝑚, 𝜎) → 0/1
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Algorithms:
➢ KeyGen → (sk, pk)
➢ Sign(sk, 𝑚) → 𝜎
➢ Vfy(pk, 𝑚, 𝜎) → 0/1

Keys:
➢ Secret key sk ⇝ used to sign

➢ Public key pk ⇝ used to verify

Hard Problems:
➢ Forge a 𝜎 for pk without knowing sk
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𝑌

𝑦

ADAPTOR SIGNATURE SCHEME

➢ RGen → (𝑌, 𝑦)
➢ PreSign(sk, 𝑌, 𝑚) → ො𝜎
➢ PreVfy(pk, 𝑌, 𝑚, ො𝜎) → 0/1
➢ Adapt(𝑦, ො𝜎) → 𝜎
➢ Extract(𝜎, ො𝜎, 𝑌) → 𝑦

➢ Statement 𝑌 ⇝ used to pre-sign

➢ Witness 𝑦 ⇝ used to adapt

➢ Adapt ො𝜎 to 𝜎 without knowing 𝑦
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GROUP ACTION SIGNATURE SCHEME
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Setup:

𝑋0

base element 𝑋0 ∈ 𝑋Group action ∗: 𝐺 × 𝑋 → 𝑋,
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Setup: Group action ∗: 𝐺 × 𝑋 → 𝑋, base element 𝑋0 ∈ 𝑋

KeyGen:

𝑋0 𝑋1

𝑥1
𝑋2

𝑥2

𝑋𝑁

𝑥𝑁

sk = 𝑥1, … , 𝑥𝑁 ∈ 𝐺,

GROUP ACTION SIGNATURE SCHEME
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Setup: Group action ∗: 𝐺 × 𝑋 → 𝑋, base element 𝑋0 ∈ 𝑋

𝑋0 𝑋1

𝑥1

𝑅

𝑟

𝑋2

𝑥2
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GROUP ACTION SIGNATURE SCHEME

Prover(𝑋𝑖 , 𝑥𝑖 , 𝑚) Verifier(𝑋𝑖 , 𝑚)
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𝑋0 𝑋𝑖

𝑥𝑖
𝑋𝑗

𝑥𝑗

Given (𝑋0, … , 𝑋𝑁), find 𝑖 ≠ 𝑗 and 𝑥𝑖𝑗 ∈ 𝐺 

such that 𝑋𝑖 = 𝑥𝑖𝑗 ∗ 𝑋𝑗.

Multi-Target Group Action Inverse Problem

𝑥𝑖𝑗
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Run the protocol for 𝑡 rounds.

1

SOLUTION:

2 3 … 𝑡

Challenge 𝑐1, … , 𝑐𝑡 = H(𝑚, 𝑅1, … , 𝑅𝑡)
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It is enough to adapt 
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BENCHMARK RESULTS

ORCAS – An Efficient Adaptor Signature based on CSI-FiSh

➢ Parameters: 2𝑑 public keys, 𝑡 rounds, 2𝑘 times slower hash.
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➢ Pre-signatures are just 1 byte bigger than signatures.

➢ Pre-signing overhead scales as approximately 2𝑑+𝑘.
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