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What witness encryption is
What it can be used for
How to build a scheme
How to break it

How to fix it
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Programmabillity, privacy without on-chain proof verification!
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Constraint System

Projective Safety
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Projective safety = no solution at oo
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Scheme

Goal: build an arithmetic affine determinant program.

(M{ ) such that a det(M(x)) = 0 < xis valid.
L]

One time security: M(x) simulatable knowing only det (M(x))
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ai(x)bi(x) — Ci(x)di(x)

=0 = rank =2

#(0 — rank =4
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Same L. and R, for all j
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Attacks

M(x) = PD(x)Q + N(x)

N.(x) only depends on a;(x), b:(x), c,(x), d(x), not &(x)
rank(N.(x)) Is low if the circuit is sparse!

(l.e., If each variable participates in only a few gates)



Attacks
lU,vVi=UV-VU

Diagonal matrices commute =— [Ml-_le, M- le] has low rank!

l

Recover L. and R, then recover msg in O (n4) operations
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Counter

] Al __£]
a: c ¢l 0

. . d bl 0 ¢&

1) Replace each entry with a g X g block V) — | & o

| | l 0 0 b d

Block-diagonal matrices do not commute 0 0 d ¢
2) Quadratic arithmetic program: pAX) - pg(X) — pc(X) - pp(X) = Z(X)H(X)

Evaluate a multiple random points. Break one circuit constraint — break a
large fraction (no sparsity)



Counter

QAP — U{ matrices of size 8 (rank 4 or 8)
M{ matrices of size 4gNyap + 1

N O

n(_214
NQAP — 4

Ciphertexts ~ 8 TB.



Thank you!

https://ia.cr/2026/175

https://ia.cr/2026/1594
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