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Applied Cryptography: What?

Matilda Backendal Chat logos from https://threema.ch/en/press, https://commons.wikimedia.org/
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Mihir Bellare’s
“taxonomy of cryptographers”
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Why Applied Cryptography?

Theory Practice

WHY SHOULD I CARE 
ABOUT THEORY?

WHY SHOULD I CARE 
ABOUT PRACTICE?

Audience distribution guesstimate

Applied Cryptography
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WHY SHOULD I CARE 
ABOUT THEORY?

Why Theory?
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SSLv1
1994

SSLv2
1995

SSLv3
1996

TLS 1.0
1999

TLS 1.1
2006

TLS 1.2
2008

TLS 1.3
2018

Broken

Broken

Broken Flawed

Flawed Flawed

TLS Saga Elevator Pitch

TLS
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Why Practice?

Matilda Backendal

⟹	Meaningful Research Directions
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Cryptography Is a Balancing Act

Matilda Backendal

“EVIL” “GOOD”



September 4, 2026 27

The Moral Character of Cryptographic Work

Matilda Backendal Portrait from www.cs.ucdavis.edu/~rogaway

Suggestions:
Ø Get a systems-level view.

Attend to that which surrounds our field.

Ø Regard ordinary people as those whose 
needs you ultimately aim to satisfy.

Ø Be introspective about why you are working 
on the problems you are.

“I think we should breathe, 
write fewer papers,

and have them matter more.”

Phillip Rogaway
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Crypto for the People
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Invited talk at Crypto 2020

Keynote at Usenix Enigma 2022
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Crypto for the People – Seny Kamara

Matilda Backendal

Slides by Seny Kamara:
https://www.senykamara.com/assets/pdf/enigma.pdf
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Working with Experts with Lived Experience

Matilda Backendal

Carmela Troncoso

Portrait from Wikimedia commons

Privacy is not an end goal.
It’s a means to an end.
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Working with Experts with Lived Experience

Matilda Backendal

Carmela Troncoso

PARTNER WITH EXPERTS 
TO LEARN REQUIREMENTS

IDENTIFY INHERENT
 PRIVACY HARMS

Portrait from Wikimedia commons
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Working with Experts in Humanities

Matilda Backendal

Martin Albrecht, Rikke Bjerg Jensen
Ben Dowling, Andrea Medrado

Keye Tersmette, Mikaela Brough
Samuel Light, Simone Colombo
Mbabazi A. Ntezi, Kirill Kutsenok

https://social-foundations-of-cryptography.gitlab.io/

USE ETHNOGRAPHY TO 
DEFINE SECURITY GOALS
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Applied

Foundational

Theory Practice

Direction 1:

Socio-political 
cryptography
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Applied

Foundational

Theory Practice
Direction 2:

End-to-End Verification
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SSLv1
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Signal Saga*

Matilda Backendal

*Highly simplified

Secure messenger

Alwen,
Coretti, Dodis
EUROCRYPT’19

2019

Secure!

Security proof

2017
“A Formal Security Analysis of 
the Signal Messaging Protocol”

Cohn-Gordon, Cremers,
Dowling, Garratt, Stebila

EURO S&P’17

2026
Truong, Terzo, Paterson

USENIX’26

Attack

Attack

Cheval, Jacomme, 
Richards
S&P’26

Cremers, Jacomme, Naska
USENIX’23

Attack

Bhargavan et al.
USENIX’24

2024

Secure!
Chase, Perrin, 

Zaverucha
CCS’20

2020
Secure!

2022
Bienstock et al.

CRYPTO’22

Secure!
WHAT WENT WRONG?

Fiedler, Günther
PKC’25

Jaeger, Kumar
EUROCRYPT’25

2025

Secure!

Secure!

Signal protocol & 
app developed
~2013-2016

“THE SIGNAL APP IS MORE THAN 
THE SUM OF ITS PROTOCOLS”
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Slide by Rolfe Schmidt – reproduced with permission

THE MODELS DON’T EXTEND
FAR ENOUGH INTO PRACTICE



Applied Cryptography
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Models Code

The Gap Between Theory and Practice

Security guarantees

Definitions

Proofs Attacks

Theory Practice

Practice-to-Theory

Theory-to-Practice
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The Gap Between Theory and Practice

Security guarantees

Definitions

Proofs

Theory Practice
Protocol

specifications GAP!

Models Code

End-to-End Verification

Secure

Attack
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Bridging the Gap

Matilda Backendal

ProofFrog
https://prooffrog.github.io/

VERIFICATION FOR GAME-HOPPING PROOFS

https://easycrypt.gitlab.io
/easycrypt-web/

EasyCrypt

COMPUTER-AIDED CRYPTOGRAPHIC PROOFS

https://formosa-crypto.org/

Formosa Crypto

MACHINE-CHECKED,
HIGH-ASSURANCE CRYPTOGRAPHY
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Socio-Political Aspects of Cryptography

Matilda Backendal

Write fewer papers
but with more purpose1
Work with experts:
social scientists and users2
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Bridging the Gap Between Theory and Practice

Matilda Backendal

Attacks
to know where the gap is1
E2E verification
to close the gap2 This is an (exciting) 

open research direction!

We need
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End of 
the talk

Crypto for people   ? min

E2E verification   ? min

RWC Seattle   13 hrs

HACS    13 hrs

CAW, Eindhoven  11 hrs

matilda.backendal@usi.ch
mbackendal.github.io

Thanks to Giovanni & 
Mo for the photos!

mailto:matilda.backendal@usi.ch
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Reading List

Matilda Backendal

Mihir Bellare, Caught in Between: Theory, Practice, and Peer Review.
https://iacr.org/publications/dl/bellare14/bellare-crypto-2014.pdf
Phillip Rogaway, The Moral Character of Cryptographic Work.
Paper · Slides (Asiacrypt 2015)
Phillip Rogaway, Practice-Oriented Provable Security and the Social Construction of Cryptography.
https://www.cs.ucdavis.edu/~rogaway/papers/cc.pdf
Phillip Rogaway, An Obsession with Definitions.
https://web.cs.ucdavis.edu/~rogaway/papers/defs2.pdf
Seny Kamara, Crypto for the People (Part1: Crypto 2020, Part 2: USENIX Enigma).
Part 1 video · Part 2 slides 
Martin Albrecht & Rikke Bjerg Jensen, What does “secure” mean in Information Security? (2020).
https://martinralbrecht.wordpress.com/2020/07/10/what-does-secure-mean-in-information-security/

https://iacr.org/publications/dl/bellare14/bellare-crypto-2014.pdf
https://iacr.org/publications/dl/bellare14/bellare-crypto-2014.pdf
https://iacr.org/publications/dl/bellare14/bellare-crypto-2014.pdf
https://iacr.org/publications/dl/bellare14/bellare-crypto-2014.pdf
https://iacr.org/publications/dl/bellare14/bellare-crypto-2014.pdf
https://web.cs.ucdavis.edu/~rogaway/papers/moral
https://web.cs.ucdavis.edu/~rogaway/papers/ac15.pdf
https://www.cs.ucdavis.edu/~rogaway/papers/cc.pdf
https://web.cs.ucdavis.edu/~rogaway/papers/defs2.pdf
https://www.youtube.com/watch?v=Ygq9ci0GFhA
https://www.senykamara.com/assets/pdf/enigma.pdf
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