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Swiss E-Voting Timeline: Past and Present
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Ordinance on Electronic Voting – Security Requirements

Individual Verifiability:

• Cast-as-intended: voters can check that the ballot sent by their voting device contains 

their intended vote.

• Recorded-as-cast: voters can check that the system has registered the ballot they have cast.

Verifiability

Privacy

Vote secrecy: No one else should learn how a voter voted.

Universal Verifiability (or tallied-as-recorded): the result corresponds to the registered ballots.

Eligibility Verifiability: registered ballots have been cast by eligible voters.
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The Swiss Post Voting System
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Swiss Post Voting System: Phases
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Swiss Post Voting System: The Voting Card
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Swiss Post Voting System: Voting Phase
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Swiss Post Voting System: Voting Phase
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Usability for the Voter
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• Human-entered codes → User-friendly alphabet

• Use letters and numbers easily found on any keyboard

• Minimize chance of misspelling (exclude letters and/or numbers that look similar)

(a, b, c, d, e, f, g, h, i, j, k, m, n, p, q, r, s, t, u, v, w, x, y, z, 2, 3, 4, 5, 6, 7, 8, 9)

• Human-entered and human-verified codes 

→ Code length trade-off between security 

and usability

• Minimize chance of misspelling

• If codes are too long, users may skip 

verification or make errors during the 

check



Swiss Post Voting System: Tally Phase
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Eligibility Verifiability

Individual Verifiability

Universal Verifiability 

Vote secrecy
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Protocol 2.0
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Roadmap towards Protocol 2.0

Publication of 

a catalogue of 

measures

Discussion and 

review with FCh 

and the experts 

mandated by FCh

Publication of 

White paper 

Protocol 2.0 

Protocol 2.0 in 

production

2023 ~2030 ?2024 2024-2025 2026

Started work 

on Protocol 

2.0 
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Protocol 2.0 Intuition

We model the CC0 + 4 CCs as five entities jointly generating voting material in a distributed way

The five entities have asymmetric roles:

• return codes are generated during setup

• but sent to voters during voting, with one party offline

• vote privacy must be preserved throughout

We consider the Setup Component as the zero Control Component CC0
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Setup Phase – List of Voting Options

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Voting choices are encrypted under 

the pk of both the online CCs and 

the Voting Card Compiler

pkCC = pkCC1 * … * pkCC4

Encryption scheme is ElGamal
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Setup Phase – List of Voting Options

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

The two lists are shuffled 

and masked with a 

voter-specific value
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Setup Phase – List of Voting Options

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Then the two lists are 

shuffled by the other 

CCs
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Setup Phase – List of Voting Options

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

At the end of the mixnet, 

each online CC adds 

its contribution (different 

for every voter)
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Setup Phase – List of Voting Options

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Stored decrypted, to be 

used in voting phase to 

associate the cast vote with 

the correct return code
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Setup Phase – Codes Generation

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Each Online CC holds a 

share of each code
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Setup Phase – Approve Code Subprotocol

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

To retrieve AC, each CC 

computes
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Setup Phase – Approve Code Subprotocol

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Stored encrypted since AC 

is a short code
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Setup Phase – Approve Code Subprotocol

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

The same protocol is run 

with the Login Code shares
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Setup Phase – PDF generation

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Login code to access the 

voter portal

Generated by CC0 and CCjs:

- Prevent ballot stuffing 

from CCs

- Still CC0 is not able to

cast votes
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Voting Phase – Cast Vote

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

A PET is run to check 

correctness of LC1. If 

verified, the Voter can 

accesss the Voter Portal
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Voting Phase – Cast Vote

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Will be used for 

tallying
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Voting Phase – Cast Vote

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Used to retrieve the return 

codes
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Voting Phase – Cast Vote

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Each CC masks the vote 

with its factor svj
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Voting Phase – Cast Vote

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Voting Phase – Return Codes

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

Each CC sends its partial 

return code
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Voting Phase – Return Codes

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

The voter sees the full 

Return Codes and inserts 

the Approve Code



04. September 2026Post CH Digital Services - Audhild Høgåsen, Chiara Spadafora​ 35

Voting Phase – Return Codes

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

AC is verified via a PET
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Voting Phase – Return Codes

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

The Voter verifies the 

Finalization Code
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Some more discussion on 

Protocol 2.0
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Setup Phase – PDF generation

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

How can we guarantee 

unique return codes?
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Voting Phase – Cast Vote

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

How to ensure vote correctness?



Thank you!

04. September 2026

https://gitlab.com/swisspost-evotinghttps://demo.evoting.ch/ https://swisspost-digital.ch/en/evoting-community/contributions

Audhild Høgåsen

audhild.hoegaasen@post.ch

Chiara Spadafora 

chiara.spadafora.1@post.ch 
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