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Swiss E-Voting Timeline: Past and Present

Informations générales

Ce texte est en vigueur

161.116

Ordonnance de la ChF

i s o€ | sur le vote électronique
Décision 25 mai 2022
Entrée en vigueur 1 juillet 2022 (OVOtE)
ReViSion Of the Seurce RO 2022 336 du 25 mai 2022 (Etat le 1°" juillet 2022)
. Langue(s) de la publication DE FRIT EN La Chancellerie fédérale suisse (ChF),
Ord I na nce On Chronologie Chronologie vu les art. 27e, al. 1°%, 27g, al. 2, 27i, al. 3, et 27/, al. 3 et 4,
Electron'c Vot'ng chatiens cart de l'ordonnance du 24 mai 1978 sur les droits politiques (ODP)’,
| | arréte:
2004 2020 2021 2022 2023 2025 2026
® @
Start of Swiss Swiss Post Voting Publication of Productive usage 50 000 votes cast 18 election events
e-voting trials System: in-house cryptographic in 3 cantons in 4 cantons since the relaunch
development in protocol and (Basel-Stadt, of E-Voting in June
Neuchatel source code Graubinden, St 2023
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Public bug bounty
programme

Independent
examination

Gallen, Thurgau)

More cantons
joining

Further
improvement of
the system
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Ordinance on Electronic Voting — Security Requirements
Verifiability

Individual Verifiability:
« (Cast-as-intended: voters can check that the ballot sent by their voting device contains
their intended vote.
» Recorded-as-cast: voters can check that the system has registered the ballot they have cast.

Universal Verifiability (or tallied-as-recorded): the result corresponds to the registered ballots.

Eligibility Verifiability: registered ballots have been cast by eligible voters.

Privacy

Vote secrecy: No one else should learn how a voter voted.
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The Swiss Post Voting System
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Swiss Post Voting System: Phases and Components

Election phases
1) Setup Phase

2) Voting Phase
3) Tally Phase
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Swiss Post Voting System: The Voting Card

A Code d'initialisation
5rgs tt2e r26a xp24 b266 vh7p
. Codes de vérification

O Démo Votation

1. Temps ensoleillé
Oui_ 6715 Mon__ 7336 Blanc_ 9080
2. Temps pluvieux

Oui 7618 Mon 1018 Blanc T298
Code de confirmation
. 5043 8364 4

* Code de finalisation
6403 0313
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Swiss Post Voting System: Voting Phase

v Dispositions pénales
@ A Démarrer le vote
3 Saisir votre vote

4 Contréler votre vote

o 5 @ Vérifier les codes

6 @ Saisir votre code de
confirmation

> 7 % Vérifier le code de
finalisation
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@ Démarrer le vote

Saisissez votre code d'initialisation

Le code figure sur votre carte de vote.

(@ Qu'est-ce que le code d'initialisation?

A Code d'initialisation

5rqs tt2e r26a xp24 b266 vh7p X

Vous pouvez écrire indifféremment en minuscules ou en majuscules.

Saisissez votre année de naissance

Cliquez ensuite sur Démarrer.

Année de naissance

1971|

X
Démarrer —
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Swiss Post Voting System: Voting Phase
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Swiss Post Voting System: Voting Phase

v Dispositions pénales

v A Démarrer le vote

v Saisir votre vote

v Contréler votre vote
@ @ Vaérifier les codes

6 ® Saisir votre code de
confirmation

7 % Vérifier le code de
finalisation

@ Vérifier les codes de vérification

Vérifiez a présent a l'aide des codes de vérification si
votre vote a été transmis correctement

Pour cela, comparez les codes de vérifications affichés avec ceux figurant sur votre carte de vote
Les codes de vérification peuvent également se trouver sur une feuille séparée.

—_—
‘ Codes de vérification (@ Que sont les codes de vérification? —
Démo Votation Réduire A
—_—
- ( \
1. Aimez-vous le temps ensoleilié ? < \ J |

Oui

® 6715 77T\

‘ Codes de vérification

2. Aimez-vous le temps pluvieux ?
ps p!

Non

¢ 1018 Démo Votation

1. Temps ensoleillé

Oui_ 6715 Non_ 7336 Blanc_ 9080
2. Temps pluvieux
Oui_ 7618 Non__ 1018 Blanc_ 7298
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Swiss Post Voting System: Voting Phase

v Dispositions pénales @ Saisir le code de confirmation

v | A Démarrer le vote

Saisissez votre code de confirmation pour transmettre

v Saisir votre vote votre vote electronlque
< v Controler votre vote
. Code de confirmation () Qu'est-ce que le code de confirmation?
v | ® Vérifier les codes
_
@'Saisirvotrecodede 5043 8364 4 X
confirmation

7 % Vérifier le code de
finalisation 0 Une fois que vous l'avez confirmé, votre vote est enregistré et vous ne pouvez plus voter

par correspondance ou a l'urne.

2] Interrompre la procédure de vote Retour Confirmer le vote
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Swiss Post Voting System: Voting Phase
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Swiss Post Voting System: Voting Phase

v Dispositions pénales

v | A Démarrer le vote

v Saisir votre vote

v Contréler votre vote

v | ® Vérifier les codes

v | ® Saisir votre code de
confirmation

* Veérifier le code de
finalisation

@ Vérifier le code de finalisation

Veuillez comparer le code de finalisation avec celui qui
figure sur votre carte de vote

* Code de finalisation (@ Qu'est-ce que le code de finalisation?

6403 0313

© Le code ne correspond pas ‘ & Le code correspond

‘ Codes de vérification
a partir de la page 2

)4 b266 vh7p

. Code de confirmation
5043 8364 4

* Code de finalisation
6403 0313
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Usability for the Voter

* Human-entered codes - User-friendly alphabet

» Use letters and numbers easily found on any keyboard
« Minimize chance of misspelling (exclude letters and/or numbers that look similar)

(al bl CI dI eI fl gl hl il jl I<I ml r]l pl ql rl Sl tl l"II VI Wl Xl yl ZI 2’ 3[ 4[ 5[ 6[ 7l 8l 9)

* Human-entered and human-verified codes -
— Code length trade-off between security

Code d'initialisation

5rqs tt2e r26a xp24 b266 vh7p

1x

2

and usability

Codes de vérification
a partir de la page 2

« Minimize chance of misspelling
* If codes are too long, users may skip

Code de confirmation

5043 8364 4

verification or make errors during the
check

* & ¢ )

Code de finalisation

6403 0313

7689
5914
1769

6451
6311
3998

5316
4214
0289
7058
9849

3109
3073

9927
1178

Post CH Digital Services - Audhild Hagasen, Chiara Spadafora

04. September 2026

13



Swiss Post Voting System: Tally Phase

= @ ool

v
O
ili N

Eligibility Verifiability
Individual Verifiability
Universal Verifiability
Vote secrecy

v

|

@&
I
©d

A
> -
=

Post CH Digital Services - Audhild Hagasen, Chiara Spadafora 04. September 2026 14



Post CH Digital Services - Audhild Hegasen, Chiara Spadafora 04. September 2026 15



Roadmap towards Protocol 2.0

2023 2024

2024-2025

Publication of Started work
a catalogue of on Protocol
measures 2.0

idgenossenschaft Federal Chancellery FCh
Political Rights Section

Vote électronique

Catalogue of measures by the Confederation and cantons

Approved by the Vote électronique Steering Committee (SC VE): 4 August 2023
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Discussion and
review with FCh
and the experts
mandated by FCh

Publication of
White paper
Protocol 2.0

Protocol 2.0 in

production
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Protocol 2.0 Intuition

We consider the Setup Component as the zero Control Component CC0O

We model the CCO + 4 CCs as five entities jointly generating voting material in a distributed way

The five entities have asymmetric roles:

* return codes are generated during setup

« but sent to voters during voting, with one party offline
 vote privacy must be preserved throughout

Post CH Digital Services - Audhild Hagasen, Chiara Spadafora 04. September 2026
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Setup Phase - List of Voting Options

CCo

cC,

[{Vi}kacc]l‘:_:i"_:n’ [{vi}Pk‘:C}lc—:iin

SRRttty -

-shuffle and mask

[{Vﬂﬂ(":} }kacc] 1<i<n

Ve bk

1<i<n

A

'shuffle

[{vﬂ'l ooo(i) }Pk\rcx:] 151'-‘_?”

[

1<i<n

-

CCy

"t

Y

[{Uﬂ'do'"oai}(i} }kacc] 1<i<n

{{sz...om,(i) }Pkcc}

1<:<n

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Voting choices are encrypted under
the pk of both the online CCs and
the Voting Card Compiler

pkCC = pkCC1 * ... * pkCC4

”Encryption scheme is ElGamal

04. September 2026
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Setup Phase - List of Voting Options

CCo CCy CCs
(ol o (o icicn The two lists are shuffled
shuffle and mask. SRS
voter-specific value
[{Vﬂﬂ(":} }kacc] 1<i<n
sV
[{V”“(‘*)}Pk“c} 1<i<n
shuffle.
[{vﬂ'logﬂ(":) }Pk\rcx:] 1<i<n
SV
I:{VJIQG'[](!-J }Pkl:(..:l J.E!.E!L
shuffle
[{Ugdo'"oaﬂu} }kacc] 1<i<n
svp
{{Vﬂf; o---00q(i) }Pkcc 1<i<n
The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
04. September 2026
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Setup Phase - List of Voting Options

CCy

CCo cc,
Vvidonee) <oz Videree)1<icn Then the two lists are
ot SR L LTI
shuffle and mask shuffled by the other
CCs
[{Vﬂﬂ(":} }kacc] 1<i<n
sV(Q
[{Van(i)}Pkcc} 1<i<n
shuffle
[{UGLOUD(?‘:) }Pk\rcx:] 1<i<n
[ e Mo
shuffle

[{Uﬂ'do'"oai}(i} }kacc] 1<i<n

{{viT;n@anﬁ]}ﬂ%c}

1<:<n

-

-

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Setup Phase - List of Voting Options

At the end of the mixnet,

CCo
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oc each online CC adds oc
~1 its contribution (different -
‘ for every voter) ‘

' computc and broadcast

[{stn }svl -| {{stﬂ sv4 I
‘740"‘0‘7[]("" PECCJ 1{1{?.1 g40-00q (i) ke

[Drall]_ {_:% £4compum e

svo- (3% SV SRR svo- (3] v
{ Vo =0 }Pkcc _ {stld}PkCC { Vo, j=0 }Pkcc — {U3V1d}pkcc

- jointly decrypt and store

- jointly decrypt and store

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted

04. September 2026

fcomputc and broadcast

Jl'{z{n

forall 1 <i<4compute

21



Setup Phase - List of Voting Options

CCo

CCq
|

- compute and broadcast

sV

0aq (T‘] }Pkcc] ]-<_:1' <n

5V
[{VJLL Q-

[Drall]_ {_:% £4compum e

sV - {Z SV )
{ ‘71 =0 }Pkcc — {V{Té

- jointly decrypt and store

Post CH Digital Services - Audhild Hagasen, Chiara Spadafora

CCs

Stored decrypted, to be

compute and lysed in voting phase to

associate the cast vote with
_the correct return code

5V0
{{V{'.Til Q-

for all 1 <i< 4 compute

svo-(35—g sv;
{var 3=0 }Pkcc = {v&"19 ) b,

- jointly decrypt and store

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Setup Phase - Codes Generation

CC,

Each Online CC holds a

share of each code

ce,

Sym Enc(([pRcl,i]li’iSm pAC,, pFCy, PLC1,1):~ keycc, )

-

SymEnc(([pRCy,J1<i<n, PACy, pFCy, pLC, ), keyee, )

CC,

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Setup Phase - Approve Code Subprotocol

CCo

CCy
|

compute and broadcast

- pAC
{g" l}Pkcc

-compute and store

1
{_.‘?AC }Pkcc — H { QPA 7 }pige
=1

To retrieve AC, each CC
computes

CCa4

- compute and broadcast

 OAC. - :
{gp 4}Pkcc

-compute and store

1
. : C.
{_-qﬂC}Pkcc — l—[ {_(}' PA J }Pk{:c
j=1

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Setup Phase - Approve Code Subprotocol

CCo

CCy
|

compute and broadcast

- pAC :
{g""™1 }Pkcr:

1
{_.‘?AC }Pkcc — H { QPA 7 }pige

-compute and store

CCa4

- compute and broadcast

pAC,
{q }P L
- Stored encrypted since AC
Is a short code

-compute and store

1
. : C.
{_-qﬂC}Pkcc — l—[ {_(}' PA J }Pk{:c
7=1

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Setup Phase - Approve Code Subprotocol

CCO CCl CC4
[ | |
" ;éani'ﬁu'té and broadcast ;:La'ﬁ{pﬁ'te' and broadcast
pAC.~ pAC .

The same protocol is run
W|th the Login Code shares

{9" }prge = H {° Foxeo = {9" }pige = H {°" }okee

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora 04. September 2026
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Setup Phase — PDF generation

Login code to access the
voter portal

Generated by CCO and CCjs:

- Prevent ballot stuffing
from CCs

- Still CCO is not able to
cast votes

dp.m"yp’r. and ogeneratfe PDFg-

[The v;’s are printed in the
election prescribed order]

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Voting Phase - Cast Vote

Voter id Voting Client

LC.}. €aiq

- >

- skiq,svq derived from LCy

{gLCI }Pkcc

A PET is run to check

CCs correctness of LC1. If CCs
verified, the Voter can
accesss the Voter Portal

. {gLCI}Pkcc R

The CC;s execute a PET between the received value
{g" }pkee and the stored value {g*°*},.. If the PET

-verifies, they each store the received {g“* } i

If invalid LCq, abort

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Voting Phase - Cast Vote

Will be used for

tallying
Voter id Voting Client CC, CCq
| v >
{V}PkEL’ {VSVO}Pkcc {V}PkEL-’ {VSVO}Pkcc
. 9 :
(e
, e -
(v Jo
-+ - u

Post CH Digital Services - Audhild Hagasen, Chiara Spadafora

All CC S conlpute

svo-() . svj 3
H{ Svo}}s)l‘:::c - { ’ Z . }Pkcc - { SVd}Pkcc

jointly decrypt {v®¥« } ;.. and find k such that v’ equals -
-one of the stored vz‘zld)

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Voting Phase - Cast Vote

Used to retrieve the return

codes
Voter id Voting Client CC, CCq
{V}Pkau {sto }Pkcc {V}PkEL {VSVO }Pkcc
5 N I
(e
. T ——— e
(v Jo
—iis - u

“All CCjs conlpute

H{ "} e = {V

=1

SVJ }Pkcc - {VSVid}Pkcc

jointly decrypt {vs“'“‘}pkCC and find k& such that v¥" equals -

~one of the stored V37 3

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Voting Phase - Cast Vote

Voter id Voting Client CC, CCq
| v >
{V}PkEL’ {sto }Pkcc {V}PkEL? {VSVO }Pkcc
B 8 R ———— >
{VSV() :K;C
L T ——— -
Each CC masks the vote
with its factor svj (Vo™ e
“All CC;s compute
4 4
svp15V; svo-( ., 5Vj ) i o SVig
H{V }pkcc - {V Zj_l }Pkcc - {V }Pkcc
=1

jointly decrypt {v®¥« } ;.. and find k such that v’ equals -

-one of the stored vz‘zld)

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Voting Phase - Cast Vote

CCy

Voter id Voting Client CCy
\'
= >
{V}Pksu {VSV()}Pkcc {V}PkEL-’ {VSVO }Pkcc
=B T e >
(o
B8 N TS O T S P S (PSP R RPN ST S PO P S
(v Jo

“All CC;s compute

4

4
H{sto}}s’;ic - {VSVO.(ZJ:1 SVJI)}Pkcc - {VSVid}Pkcc

j=1

jointly decrypt {v®¥« } ;.. and find k such that v’ equals -
-one of the stored vff‘zld)

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Voting Phase - Return Codes
Each CC sends its partial

PRC, &
return code
pRC, »
 Check RCy,
I AC .
{gAC}Pkcc {QAC}PRCC
The CCjs execute a PET between received value:_
{9" }pre, and stored value {g"} . If the PET veri-:
fies, {v}px, is included for tallying
If invalid AC, abort
pFC,
pFCy
- u
o FC=@jpFC

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
04. September 2026
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Voting Phase - Return Codes

The voter sees the full

pRC,
- Return Codes and inserts
4.k
: the Approve Code
 Check RCj,
TR AC .
{gAC}Pkcc {QAC}PRCC
‘The CCys execute a PET between received value |
{g* }ore, and stored value {g*}px,.. If the PET veri--
fies, {V}pi is included for tallying
If invalid AC, abort
pFC,
pFC,y
- u
o FC=@jpFC

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
04. September 2026
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Voting Phase - Return Codes
AC is verified via a PET

pRC,
pRC, »
- n
RCr = @j:1pRCj,k
 Check RCj,
I AC R
| {gAC}Pkcc - {QAC}PRCC
‘The CCjs execute a PET between received value
{g* }ore, and stored value {g*}px,.. If the PET veri--
fies, {v}px, is included for tallying
If invalid AC, abort
pFC,
pFC,
- u
) FC = ®j_,pFC; )

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
04. September 2026
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Voting Phase - Return Codes

pRC,
pRC, »
Check RCy, |
TR AC R
{gAC}Pkcc {QAC}PRCC
| - -
‘The CCjs execute a PET between received value
o {g* }pre, and stored value {g*}px,.. If the PET veri--
The VOter ve rlfleS the fies, {V}pe 1s included for tallying
Finalization Code alid A, abort
pFC,
pFC,
- u
o FC=@jpFC

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
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Some more discussion on
Protocol 2.0

Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Setup Phase — PDF generation

How can we guarantee

unique return codes? ~ decrypt and generate PDFs:
- LC = LCO || LC1 with LCl = Z§:1 pLCj,l

[The v;’s are printed in the
election prescribed order]

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora 04. September 2026
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Voting Phase - Cast Vote

Voter id Voting Client CCy CCy
V
= >
{V}PkEL’ {sto }Pkcc {V}PkEL-’ {VSVO }Pkcc
B IR T I I I _— >
(i
s T e S A S TR S —
Ll et

4
How to ensure vote correctness? | 50578V svo- (D0 svy)
‘ H{V }pkcc - {V ZJ:l }Pkcc - {V ’ }Pkcc

j=1

jointly decrypt {v®¥« } ;.. and find k such that v’ equals -

-one of the stored vz‘zld)

The diagrams are simplified for the presentation, all zero knowledge proofs and signatures are omitted
Post CH Digital Services - Audhild Hagasen, Chiara Spadafora
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Thank you!

https://demo.evoting.ch/ https://gitlab.com/swisspost-evoting
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Audhild Hggasen
audhild.hoegaasen@post.ch

Chiara Spadafora
chiara.spadafora.1@post.ch

https://swisspost-digital.ch/en/evoting-community/contributions
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