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Scenarios Demanding Prlvacy in Proximity Testing
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Nearby friends’ discovery
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you, Bob?
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Nearby friends’ discovery Where are
you, Bob?

» Current privacy-preserving methods
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> In practice, companies rely on insecure systems that o

endanger user privacy and security. ook RO

Efficient, privacy-preserving, and accurate
proximity discovery at scale remains an open problem.
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PPPT from Geometric Fuzzy Matching

Related work on Fuzzy Matching

Geometric Fuzzy Matching

Applications of GFM




Related Work on Fuzzy Matching



Fuzzy Matching

y v .
y )
PO

M $rasse

" 3
/%5050 Marktplatz $s

W E Zd‘ q € 74
| FM | {
1or0 [

0: threshold
dist(-,"): distance function

Privacy-preserving Proximity Testing Florias Papadopoulos



Fuzzy Matching
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Fuzzy Matching
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focus was fuzzy PSI*
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Fuzzy Matching
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Fuzzy Matching for £,
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Fuzzy Matching for £,

Idea #1

v
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Fuzzy Matching for £,

Idea #2
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Fuzzy Matching for £}, ;,cr1,001 (from [vBP24])
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(Geometric) Fuzzy Matching for £, (GFM_ )

Goal: Get more efficient Fuzzy Matching for the £, distance.

How?

q = (49, CIy)
o I

(42,w,) w (55, w,)
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(Geometric) Fuzzy Matching for £, (GFM_ )

Goal: Get more efficient Fuzzy Matching for the £, distance.

How? FM from [VP24] + Distance-Aware Set Augmentation technique [CRS23]

\

: Represent interval [w — &, w + 6] with O(log §) strings
? q = (49, CIy)
. ®)
2 i
(42, wy) : w (55,w)
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8
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42 43 44 45 46 47 48 49 50 51 52 53 54 55
0. [42,55] < {0010101 *,001011 %%, 00110 %}

49 < {00110001,0011000 *,001100 **,00110 ***, 0011 **xx*}
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Geometric Fuzzy Matching

Goal: Think geometrically! Get expressive Fuzzy Matching for any region.

How? GFM_, + Partitioning Algorithms
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Geometric Fuzzy Matching

Goal: Think geometrically! Get expressive Fuzzy Matching for any region.

How? GFM_, + Partitioning Algorithms
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GFM_ — Complexities & Comparison

4 Total Communication Receiver’s sender’s
= Computations Computations
[vBP24] 0(6d) 0(6d) O(d)
Ours |0(261og 8 +10g48) | 0(26 log & + log9s) 0(d log"s)
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GFM_ — Complexities & Comparison
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GFM — Complexities & Comparison
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» Benchmarks for ¥, are representative of our framework’s
behavior across different geometric regions.
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Geometric Fuzzy Matching

DEMO 01

L. Distance Proximity

Alice sets her location and a matching
radius 6. She sends Msg,. Bob places
himself and sees 6 around him.

Protocol reveals only inside/outside.

Qur Partitioner algorithm

Nearby Friends' Finder from GFM

DEMO 02

2D Polygon Region

Alice draws any region on a map.
Bob's point is tested privately. Draw

any shape, drag Bob live.

Our Partitioner algorithm

DEMO ©3

3D Building (Indoor)

Alice authorizes a full floor of
Skybridge Campus. Bob is placed in

any room.

Composite hyperrectangle region
(Holub et al.)
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ALICE

Authorized floor -- all rooms included

Choose a floor...

Run Protocol

Clear & Reset

BOB

Floor
Choose a floor...
Room (placed at center)

Select a floor first




ALICE

Authorized floor -- all rooms included

F2

v

F2 -- 8 rooms -- 13,600 m?

Run Protocol

Clear & Reset

BOB

Floor
Choose a floor...
Room (placed at center)

Select a floor first




ALICE

Authorized floor -- all rooms included

F2 v F4

Room (placed at center)

Observatory B v

F4 -- Observatory B

F2 -- 8 rooms -- 13,600 m?

Run Protocol Clear & Reset OUTSIDE

Rects 3 - Residuals 0 - Msg111.7 KB - Msg2 27.6 KB - Partition 0 ms - Protocol 81 ms
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l Novel partitioning algorithms

Our Geometric Fuzzy Matching
Results new primitive for arbitrary geometric region membership
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Work Full hiding of region layout from the sender
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Conclusion and Future Work

Efficient FM for £,
in low dimensions

l Novel partitioning algorithms

Our Geometric Fuzzy Matching
Results new primitive for arbitrary geometric region membership

1

Privacy-Preserving Proximity Testing for complex layouts

Thank

Dynamic environments for moving entities

Future
Work Full hiding of region layout from the sender
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  𝒒 ∈    ℤ 𝟐


   W i =  {   w i − 𝛿 , … ,  w i + 𝛿 } ,   ∀ i


     q i ∈ ?  𝑾 𝒊 ,   ∀ 𝒊


  𝒒 = (  q 1 ,  q 2 )  ∈ ? W


   ℓ  p ,       p ∈ [ 1 , ∞ ]  


  𝒒 ∈    ℤ 𝟐


   W i =  {   w i − 𝛿 , … ,  w i + 𝛿 } ,   ∀ i


     q i ∈ ?  𝑾 𝒊 ,   ∀ 𝒊


   ℓ  p , p ∈ [ 1 , ∞ )


  ~ O  (  𝛿 d )


  ~ O ( 𝛿 d )


  ~ O  ( d ) .


  ~ O ( 𝛿 d +  𝛿 p )


  ~ O ( 𝛿 d )


  ~ O ( d +  𝛿 p )


   ℓ ∞


   ℓ ∞


  ∞


   ℓ ∞


  δ


  𝒘


  ( 42 ,    w y )


  𝒒 = ( 49 ,  q y )


  ( 55 ,    w y )


   ℓ ∞


   ℓ ∞


  ∞


   ℓ ∞


  δ


  𝒘


  ( 42 ,    w y )


  𝒒 = ( 49 ,  q y )


  ( 55 ,    w y )


   ℓ ∞


   [  w − 𝛿 , w + 𝛿 ]


  O (   log ⁡  𝛿 )  


   [  42 , 55 ] ↔ { 0010101 ∗ ,   001011 ∗ ∗ ,   00110 ∗ ∗ ∗ }


  ↔ { 00110001 ,   0011000 ∗ ,   001100 ∗ ∗ ,   00110 ∗ ∗ ∗ ,   0011 ∗ ∗ ∗ ∗ }


  ∞  


  ∞  


  ∞


   ℓ ∞


  O ( 𝛿 d )


  O ( 𝛿 d )


  O ( d )


  O ( 2 𝛿   log   δ +   log d δ )


  O ( 2 𝛿   log   δ +   log d δ )


  O ( d     log d δ )


  ∞


   ℓ ∞


  O ( 𝛿 d )


  O ( 𝛿 d )


  O ( d )


  O ( 2 𝛿   log   δ +   log d δ )


  O ( 2 𝛿   log   δ +   log d δ )


  O ( d     log d δ )


  𝒅 = 𝟐


   ℓ p


  𝒅 = 𝟐


   ℓ ∞


   ℓ ∞


   ℓ ∞

