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Scenarios Demanding Privacy in Proximity Testing

Contact Tracing
Privacy-preserving Ridesharing

Drone Proximity & Collision Avoidance

*Tedeschi et al., ACSAC '23

*
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Nearby friends’ discovery

Ԧ𝑎

Efficient, privacy-preserving, and accurate 
proximity discovery at scale remains an open problem.

➢ In practice, companies rely on insecure systems that 
endanger user privacy and security.

➢ Current privacy-preserving methods

Have weak 
security models

Are inefficient

Rely on strong 
trust assumptions
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PPPT from Geometric Fuzzy Matching

Related work on Fuzzy Matching

Geometric Fuzzy Matching

Applications of GFM
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Related Work on Fuzzy Matching
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FM
𝒒 ∈  ℤ𝒅𝒘 ∈  ℤ𝒅 

1 𝑜𝑟 0

d𝑖𝑠𝑡(⋅,⋅): distance function

𝛿: threshold

Fuzzy Matching

𝒘

𝒒

δ
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FM
𝒒 ∈  ℤ𝒅𝒘 ∈  ℤ𝒅 

1 𝑜𝑟 0

d𝑖𝑠𝑡(⋅,⋅): distance function

𝛿: threshold

Fuzzy Matching

𝒘

𝒒

δ

ℓ∞
ℓp

𝑑𝑖𝑠𝑡∞ 𝒘, 𝒒 = max
𝑖

(|𝑤𝑖 − 𝑞𝑖|) 𝑑𝑖𝑠𝑡p 𝒘, 𝒒 = ෍

𝑖=1

𝑛

𝑤𝑖 − 𝑞𝑖
p

ൗ1
p

Hamming
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FM
𝒒 ∈  ℤ𝒅𝒘 ∈  ℤ𝒅 

1 𝑜𝑟 0

Fuzzy Matching

𝒒
𝒘

δ

[UCK+21]
USENIX

[GRS22]
CRYPTO

[CFR23]
USENIX

[vBP24] 
EUROCRYPT

[GQL+24]
ASIACRYPT

[vBP25]
ASIACRYPT

[SPK+25]
IEEE Access

[PST+25]
CCS

[DZL25]
CCS

𝐝𝐢𝐬𝐭 Hamming ℓ∞
Hamming, 
ℓ1 (𝑑 = 1)
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Hamming, 
ℓp, p∈[1,∞ )

ℓp, p∈[1,∞)
Cosine

Similarity
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Fuzzy Matching
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[PST+25]
CCS

[DZL25]
CCS

𝐝𝐢𝐬𝐭 Hamming ℓ∞
Hamming, 
ℓ1 (𝑑 = 1)

ℓp, p∈[1,∞)
Hamming, 
ℓp, p∈[1,∞ )

ℓp, p∈[1,∞)
Cosine

Similarity
ℓ∞, ℓ1,

ℓ2(𝑑 = 2)
ℓp, p∈[1,∞)

concurrent/later workfocus was fuzzy PSI*

*Private Set Intersection (PSI)
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Fuzzy Matching for ℓ∞
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𝒒
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Fuzzy Matching for ℓ∞

δ

𝒒

𝒘

FM
𝒒 ∈  ℤ𝟐𝒘 ∈  ℤ𝟐 

𝑑𝑖𝑠𝑡∞ 𝒘, 𝒒 ≤? 𝛿

FM
𝒒 ∈  ℤ𝟐𝑊 = { 𝑥1, 𝑥2 : 𝑤𝑖 − 𝑥𝑖 ≤ 𝛿}

𝒒 = (𝑞1, 𝑞2) ∈? 𝑊

Idea #1 (𝑤1 + 𝛿, 𝑤2)(𝑤1 − 𝛿, 𝑤2)
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Fuzzy Matching for ℓ∞

δ

𝒒

𝒘

FM
𝒒 ∈  ℤ𝟐𝒘 ∈  ℤ𝟐 

𝑑𝑖𝑠𝑡∞ 𝒘, 𝒒 ≤? 𝛿

FM
𝒒 ∈  ℤ𝟐𝑊 = { 𝑥1, 𝑥2 : 𝑤𝑖 − 𝑥𝑖 ≤ 𝛿}

Idea #1 (𝑤1 + 𝛿, 𝑤2)(𝑤1 − 𝛿, 𝑤2)

Idea #2

FM
𝒒 ∈  ℤ𝟐𝑊𝑖 = 𝑤𝑖 − 𝛿, … , 𝑤𝑖 + 𝛿 , ∀𝑖

𝑞𝑖 ∈? 𝑾𝒊, ∀𝒊

𝒒 = (𝑞1, 𝑞2) ∈? 𝑊
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Fuzzy Matching for ℓp, p∈[1,∞] (from [vBP24])

FM
𝒒 ∈  ℤ𝟐𝑊𝑖 = 𝑤𝑖 − 𝛿, … , 𝑤𝑖 + 𝛿 , ∀𝑖

𝑞𝑖 ∈? 𝑾𝒊, ∀𝒊

ℓp,p∈[1,∞)

Additive Homomorphic Encryption

~𝑂 𝛿𝑑

~𝑂(𝛿𝑑)

.~𝑂 𝑑 .

~𝑂(𝛿𝑑 + 𝛿p)

~𝑂(𝛿𝑑)

.~𝑂(𝑑 + 𝛿p).

ℓ∞

Total Comm.:

Alice’s Comp.: 

Bob’s Comp.:
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Geometric Fuzzy Matching
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(Geometric) Fuzzy Matching for ℓ∞ (GFM∞) 

Goal: Get more efficient Fuzzy Matching for the ℓ∞ distance. 

How? 

δ

𝒘(42, 𝑤𝑦)

𝒒 = (49, 𝑞𝑦)

(55, 𝑤𝑦)

ℓ∞
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(Geometric) Fuzzy Matching for ℓ∞ (GFM∞) 

Goal: Get more efficient Fuzzy Matching for the ℓ∞ distance. 

How? FM from [VP24] + Distance-Aware Set Augmentation technique [CRS23]

δ

𝒘(42, 𝑤𝑦)

𝒒 = (49, 𝑞𝑦)

(55, 𝑤𝑦)

ℓ∞

Represent interval 𝑤 − 𝛿, 𝑤 + 𝛿  with 𝑂(log 𝛿) strings

42,55 {0010101 ∗, 001011 ∗∗, 00110 ∗∗∗}

49 {00110001, 0011000 ∗, 001100 ∗∗, 00110 ∗∗∗, 0011 ∗∗∗∗}
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Geometric Fuzzy Matching

Goal: Think geometrically! Get expressive Fuzzy Matching for any region. 

How? GFM∞ 
+ Partitioning Algorithms

8/14

Privacy-preserving Proximity Testing Florias Papadopoulos



Geometric Fuzzy Matching

Goal: Think geometrically! Get expressive Fuzzy Matching for any region. 

How? GFM∞ 
+ Partitioning Algorithms

Privacy-preserving Proximity Testing Florias Papadopoulos



GFM∞ – Complexities & Comparison

ℓ∞ Total Communication
Receiver’s 

Computations
Sender’s 

Computations

[vBP24] 𝑂(𝛿𝑑) 𝑂(𝛿𝑑) 𝑂(𝑑)

Ours 𝑂(2𝛿 log δ + logdδ) 𝑂(2𝛿 log δ + logdδ) 𝑂(d logdδ)
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GFM – Complexities & Comparison

➢ Benchmarks for ℓp are representative of our framework’s

behavior across different geometric regions.
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Nearby Friends’ Discovery
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Efficient FM for ℓ∞ 
in low dimensions

Geometric Fuzzy Matching
new primitive for arbitrary geometric region membership

Novel partitioning algorithms

Privacy-Preserving Proximity Testing for complex layouts

Conclusion and Future Work

Our 
Results
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Support for repeated queries



Conclusion and Future Work

Thank 
you!
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Future 
Work

Dynamic environments for moving entities

Full hiding of region layout from the sender

Support for repeated queries
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