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2023 round 1 (2023):  
40 signatures

round 2 (2024):  
14 signatures

round 3 (2026):  
9 signatures8}SQIsign



based on isogeny assumptions

✅ very compact ❌ fairly complex
slow(ish)

no constant-time 
implementation

Short 
Quaternion and Isogeny 

signature

smallest pk + signature 
of any PQ scheme
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the isogeny problem the EndRing problem 



isogenies “carry” 
knowledge of the 

endomorphism ring 

endomorphism rings 
act as a trapdoor 
for isogeny finding
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order = rank-4 Z-lattice 
and a ring

idealsk 

⟹⟸

hard problems 
finding a connecting isogeny

easy problems 
finding a connecting ideal

a + bi + cj + dij
i2 = —1
j2 = —p
ij = —ji

rational numbers

end ring acts 
as a trapdoor

quaternion
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what changed in round 3?



the first attack in 20 years



endomorphism 
ring

the EndRing 
problem 

⟺

a (non-trivial) 
endomorphism

the OneEnd 
problem 



a simple attack: meet in the middle

target curve

time = O(p1/2) memory = O(p1/2)
O(1)

distance 
between 

two curves 
p1/2



the new attack

time = O(p1/3) memory = O(p1/3)

if       is special, 
it turns out the 
two curves are 
closer than 
expected 
(p1/3 vs p1/2)



what parameters to pick?

before

p = O(22λ)

after the attack

adding 
memory cost

p = O(22λ)

ignoring 
memory cost 

and poly factors

p = O(23λ)
p = 3⋅2324 — 1

p = 27⋅2500 — 1
p = 17⋅2664 — 1

SQIsign v3fix memory 
limit 

 
ignore poly 

factors

unlimited 
memory 

 
account for 
poly factors

280 
2100 
2120



what else changed in round 3?

2x faster 
ideal-to-isogeny 

translation

redesigned 
quaternion algs

constant-time LLL 
(no more floating point)

fixed-sized integers 
(no more external libraries)

odd-degree 
responses

algorithm 
independent KATs

good progress 
on constant time

same overall 
design

better 
algorithms

simpler 
protocol



λ |pk| |sign| Sign Verify

128 83 B 200 B 27.6 ms 3.6 ms

192 129 B 306 B 94.2 ms 9.3 ms

256 169 B 406 B 198.4 ms 22.8 ms



1 SQIsign has matured a lot in round 3 
same crypto, but simpler, cleaner, and with better algs

3 still the smallest PQ signature! 
83 B public keys, 200 B signatures at level I

2 a new attack made security more expensive 
larger parameters mean worse performance


